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Bricokag 3amunieaHocts CTI CAS

High-Security CTI CAS

High security CA system

@ No broken record @ Support high secure chipset solution
@ Multi-layers encryption keys @ Against CW sharing

@ Master-slave card @ Device-card pairing
-
-

Support short message payment @ Support payment modes such as PPV, IPPV, IPPV-T
Pre-encryption function, support applications such as VOD, PVR, Time-shift TV, elc
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CTI-CAS: ucropus pa3Butus

ITepas DVB cucrema konupoBanusi, nosisusiiasics B 2000 r.

YcranonrieHa Ha 6osiee ueM 210 rosioBHBIX cTaHiiui B 70 pa3iuyHbIX CTpaHax
MHUpa

HezaBucumebii airOpuT™ pa3padoTaH COOCTBEHHBIMM COTPYIHUKAMU
KOMITaHUH

OTC}’TCTBI/Ie CBUACTCIILCTB B3JIOMAa Ha IIPOTAKCHUU BCEM HCTOPpHUHA

Otmeuena cepeopsiHbIM npu3oM HanmonansHoro Kuralickoro bropo Hayku n
TexHosoruun

€¥ COMPUNICATE
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CUCTEMA KOJIMPOBAHUA CTI

Multiplexer & Scrambler Deliver Nebwork
CONTENT  jeiie- i e e STB
VOD System EPG System +
k l !

Y
»=| Smart Card |
T
| Prepaid Card |
|
Maodule I

System Core ¥
Mobile Phone

CTICAS SUBSCRIBER

€¥ COMPUNICATE
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QJIEMEHTBI CUCTEMbI KOJIMPOBAHHWA CTI

* basuc:
— Snpo cucremsl kogupoBanus (CAS)

*  OnuuoOHAIBHBIE YJIEMEHTHI:
— Cucrema ympaniieHus: aboneHTamu (SMS)
— CucreMa ympaniieaus nporpammamu (PMS)
— Cucrema ommiathl gocrymna uepe3 CMC (TVM)
— Cucrema npeapaputenbHoro koguposanus (PRCA)

— Cucrema nBycroponHero B3aumozciicteus (BCA)

€¥ COMPUNICATE
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CTI-CAS:

Ceprudukatr HanmmonanpHoro @unancoporo Komurera
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Ceptudukar SARFT, noaTBepK a0yl BBICIIYIO CTCIICHb

HagexxHocTH (Kiacc A)

” %4%:C024
&

SARFT
X BEXEALSE
HRE@L, #H5ERERNRNH
W\ IE iE B
Certificate of Approval for Digital TV
Broadcasting Conditional Access System

(IE &)

TRCASH AR R R REAMHRBAR TR, &
Hik, FPRILIE.

ML R SR R AT IR A
FHMAL :  CTI_CASHKAF RS V2.55
IER%%: A

R H I« 2007-5-24

HEME:  5010-5-23
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CTI-CAS. IIpuHuumnbel pa3paOOTKHU:

® OrkpsITasg cucrtemMa

® lluTerpupoBaHHas cucreMa

® 3amuiieHHas cucTeMa

® HanexHas cucrema

® Jlerkas B MCIIOJIb30BAHUH CUCTEMA

® Pacmupsiemas cucrema

www.dvbc.ru
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CTI-CAS. IIpuHIiun cOBMECTUMOCTH

CoBMECTUMOCTD.

® (COOTBETCTBYET MEKIAYHAPOJHBIM CTaHAapTaMm, o0JIaaeT COOCTBEHHBIM
“system ID”, 3apeructpuponana B B “Koncopumyme DVB”

® IlomHOCcThIO cooTBeTcTBYET cTangapTy EN 103 197 Simulcrypt

® [lHTerpupoBaHa cO MHOTMMH CUCTEMAMU y4eTa ADOHEHTCKOM IJIaTHI,
MYJIBTUIIJIEKCOPAMH, CKpeMOJiepamMu 1 aDOHEHTCKUMU MPUCTABKAMHU

€¥ COMPUNICATE
www.dvbc.ru



Cucremsl kogupoBanus Simulcrypt

viaccess irdeto é&NDs

' C B B
NAGRA/SON i vl + A B
Ca'ai)
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HNuaterpupoBannbie ¢ CTl Cucremnl Yuera AOOHEHTOB

D) OiFgEe  Cam

maywide technology
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«The Werie's Subscriber Management Software Team Work Analutics
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MHTErpupOBaHHBIE CKPEMOIEPHI

NIIr o
CISCO. harmonic @=rgb,
S Y EEHR  TELESTE

HUAWEI * COMPUNICATE
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CepTudukaThl HHTETPUPOBAHHBIX CKPEMOICPOB

'/j‘ FeERLF A 22K i AL A e Ad

e R B 16K 81 8 S 4 KR 2308A % 14%: 100005 .®
Scientific-Atlanta Inc. Beijing Representative Office. Son o
Scientific Room2308A, China Resource Building H1i% Tel: (8610) 8519 2028 ':.F-
Atlanta 8, Jianguomenbei Avenue, 4£ 3L Fax: (8610) 8519 2038
Beijing, 100005, China z @

COMPUNICATE TECHNOLOGIES INC.
Certificate

To whom it may concern

Scrambler Certificate

This is to certify the integration of CTI's CA System and SCIENTIFIC This is to certify that

ATLANTA’S D9600 SERIES Scrambler. The ECMG integration is well - RGB Networks, Inc
done and the result of interoperability is satisfied by both parties. ?

BNP 3xr

D9600 SERIES+SCRAMBLER

Has been tested by Compunicate Technologies Inc. and
SOFTWARE V02.01.40 found to be compatible with Compunicate CTlI CAS

v3.0
CTI_CAS Version Following features has been certificated:

ECMG Connection

ECMG: CTI_CAS ECMG 2.541 Version EWG Connection
EMMG: CTI_EMMG 2.5.2 Version Smart Card Registration, Resume and Stop

Authorization and cancellation
Send Mail (0SD)

DVB Simucrypt Protocol

% Mr. Pengfei Gao - arass
Version 2.0 gfei Gao Ramin Farassat

Chairman & CTO Vice President of Marketing & Business Development

i 8

Compunicate Technologies Inc RGB Networks. Inc

.
Slgl)ﬂhln‘\éy ) ”\Z’Z Slgnature?;

Date ;3/04//0 Date 29/0///0

Scientific-Atlanta Inc.

j/m H’Z(Q

2005-6-3 2005-6-3

Notice: The information in this facsimile is intended only for the use of the individual(s) to whom it is addressed. If you are not the intended
recipient (or the person responsible to deliver it to the intended recipient), you are hereby notified that any use, disclosure or copying of this

communication is strictly prohibited. If you have received this facsimile in error, please notify us immediately by telephone and return the WWW d
.

received pages to us at the address above via ULS. Postal Service. We will reimburse you for any expenses you may incur in doing so




CepTudukaThl OIIEPaTOPOB

farncombe

Security Review
of Beijing Compunicate Technologies Inc CA System

~Version of Full report edited for
Home Box Office Central Europe (HBO CE)‘

telephone

) 2
Author: Jan Whitworth LLQ\/{«;/,\’

e-mail
J-M Racine famcompe@f o uk

Version: 1.0 achnology (2006) Lid

Date: 24" August 2007

‘F‘A‘M‘I‘L‘)//

Entertainment Group

Certification

This is to certify that we Family Entertainment Group Co., Ltd are using
COMPUNICATE Conditional Access System in our digital TV project and
the subscriber quantity is 64,500, moreover that CAS has been found to be

high in security and the has never been broken by now.

Certified true and correct.

Win Khine
Director
Family Entertsinment Grewp Co., Ltd

Date: 25, Nov; 2009

No.34/B, New University Avenue Road, Bahan Township, Yangon, Myanmar.
Ph: +95-1- 558874, 559847, 548430, 541420. Email: family-ent@myanmar.com.mm

www.dvbc.ru
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NHaTerpupoBaHHbIC A0OHEHTCKHE IIPUCTABKHU

<

_ =~ I o
. — Be3 cmapT-KapT

C ncnonb3oBaHuem

cMapT-Kapa

Cl moxyasb + nugpoBoii TejieBU30p
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www.dvbc.ru



CTI-CAS

IIPOU3BOAUTCIIN MHTCTPUPOBAHHBIX a00HEHTCKUX IIPUCTABOK

*Skyworth
*‘WELLAV

*Dehoo

*Coship

*Hisense

*Xoceco

*SMIT

*OKI

*Conexant system
*‘DAYANG
*TVwalker

‘Biaoqi

*China integrated circuit
*CHANGHONG
*‘BVcom media
*DTC industral
<Zoran

*Mingxing Technology
<Jingwei Baian
*Tetong
*Tsinghuatv
«Zdtong

*Inspur

-DMT

*Daya

*‘NEXS (Korea)
*Gospell
*Hangwang
*Baustem

*SDG Information
‘PBI

*Haier

*Ascom Media
‘Dongtai
‘Beiguang Media
*Dahua Tech.
*Yinhe

*Malta

*Image Silicon
«Jiuzhou Tech
*Golden Net

*Net

*Unitend

*Global Tech
*Guangdong BBK
*Teer

sIntercross(Russia)
*Vityaz(Belarus)
*Geeya

*Yingji

*Biecc

*Blossoms
*Unitend
*Tsinghua Tongfang Legend
Silicon

*Hisense

*TCL

*Haier

*Cycle Century
*Konka

*Newland

*Zhida

*Wanxiang Digital
*Motorola

www.dvbc.ru
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Peasin3zoBaHHBbIE NMIPOEKThI
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Telmex, Koaxym6us DVB-C
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MNBC, Mouronus DVB-T
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E202 Encoder
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E202 Encoder
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E202 Encoder
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E202 Encoder
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E202 Encoder

B - I
E202 Encoder

S Y

E202 Encoder

CAS
Workstation

M108CS
R <~ « [
M108CS
<~ m——— L
MI108CS
L] c e e R
MI108CS
B < ——mm— o w e
M108CS
R < = L
MI108CS
.
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MI108CS
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M108CS
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DVB-T
Transmitter

Database



National TV Station, Jlaoc, DTMB

- 2 MPTS
e - ey d— - S, >
] SETY I 9 AE
Sl -:Q' S ¢ S100 : .:\l",.l(l] Modulator
== v 3 Scrambler | Splitter Transmitter
=
__ | 0 E Iy,
— - Lt 2 Iievke S100 I AE100 Modulator
T Serambler : Splitter Transmitter
| METS
. . : . = | Tower
- - . . 2 | for
3 | MPTS |
\ £ AN -amm Y
7 == i1 Sevices 5
AR — X < Scrambler : Splitter Transmitter
Satellite Dish 8 bgtc JE E202 158418 E
Receiver X 30 Encoder X 15 '
TS l
MPT? |
Local Progrum | - ----------- —— T
T A
= N =
Local Program 2 E202 Encoder > NS
MI0SC MUX | Workstalion
Local Program 3

— AR,
E202 Encoder - e P = W =T

Q101 Modulator QAMIRD QAMIRD QAM [RD

l

A.f — — — —
== khemet - au = =
———RF/IF—»
MMDS -
Transmitter Power Divider




EasyTV, Tanzanusa, DVB-T

Circloop SM60(G ZH-1006
Satellite Receiver &Multiplexer ~ S100 Screamblers  COFPRM Modulator

Satellite Receiving Antenna ='lf'-'.-.—--l—.
]
Circloop EMG0O0 » Transfering Network
Encoder &Multiplexer MI08C Multiplexers
| DVB-T

IIAB(] UOISSIUISUR |,

Data Broadcasting

]
. 1
—__a_b- i —  o—— -
. | I ] I L
1 I

OCG Server | : —————-— - ------------------- 3
L - |
s | H
i I -
: : Short Message
! | i | Server
I
SI-EPG System | I Short Message]
CAS SMS : Station
|

SIEPG Injector
- L

SI-EPG Svr\'_n:r

EPGEdt HiEem {------————-—--
Workstation

€¥ COMPUNICATE
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Sheriff TV, Monnosa, DVB-C
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CAS
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MI108CS Q101
. A
” M108CS Qlo1
— -G -
M108CS Q101
AR
" M108CS Q101
AR, -
MI08CS Q101
|
|
|
|
|
i s i S e S A
| | |
| | |
= <o ° : = N % = <
CAS SMS Database

HFC

ASI



CucreMa KOJIUpOBaHUS
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CTpyKTypHas CXeMa CUCTEMbI KOJIUPOBAHUS

MAIN HEADEND

VOD - e == == —
PreEncryption Database CAS CAS .
(main) (main) (backup)
| | | | 1,
| | | | — Scramblers
L P o
Database Billing Billing
Billing CAS (backup) (main) (backup)
Workstation  Workstation ‘ |
: LAN
| \J
VPN

Gigabit Network

e

Billing
Interface
Workstation

SUB HEADEND

www.dvbc.ru



PacnonoxxeHne o00pyI0BaHUS B CTOMKE

40U

N

00 0

Ethernet Switch
Ethernet Switch

LCD Monitor

KVM

CAS Server

CAS Server

Billing Server

Billing Server
PreEncryption Server
Database Server
Database Server

www.dvbc.ru
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CAS
Workstation
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Billing
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Anapo cuctemMbl KOAUPOBAHUSA
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www.dvbc.ru



ApXHUTEKTYpa CUCTEMHOIO AJ1pa

Scrambled Ts

TS strecm MPTS -
|-| ML X |——-| SCE TO—" ...... . Tuner DetOD STB
4 4 medulator
W FCM EMM L{ Demux_|-F DeSCR |- Decode HAY5
Core Module b .
; f | W
PMS f ECM Endbd C
Interface
Database
= : User Information . —User authorization
Deliver User authorizafion
b Smart Card
Card Network Clock
System Va ent | Synchronization
¥ | Management | Synchronization 15 stream
ECM:Entitlement Control Message EMM: Entitlement Management Message _ .
—_— E15: Event Inf t h I
(encrypted CW . Access Criteria. ete) {User authorization . control order. encrypted key. etel §: Event Information Scheduler

€¥ COMPUNICATE
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CTI-CAS. OcHOBBI 3aIUThI JOCTYIA

Peanu3ariss COMmMonN encryption anroputma, cucTeMa MHOTOYPOBHEBOTO
KJIFOYa KOJUPOBAHUS

OOHOBIIEHHE KOHTPOJIBHOTO ¢JIoBa Kaxable 5-10 cexyHa

[TOCTOSSHHBIM KOHTPOJIb NIEPUOJAa ABTOPU3ALUAM JJIs1 IPEJOTBPAILICHUS JOCTYIIa
K IPOCMOTPY IOCIIE OKOHYAHUS NEPUOAA JOCTYIIa

HezaBucumo paszpadoranHas COS cmaprt-kapTa, 3aliyileHHas OT HUPATCKOTO
KOIUPOBAHUS

Cucrema oOe3onacHbli aBTopu3anuu. Cucrema CTl CAS Hu pasy He
B3JIaMbIBAJIACh 3@ BCIO CBOIO UCTOPHIO CYIIECTBOBAHUSA

AJITOPUTM 3aMEIIeHUs KOJUPOBAHUS. YIIyUllIeHHAss CUCTEMHAasi 0€3011acHOCTh

[Tonnepxka PyHKIMI BpEMEHHOTO MPEKPAIICHUS] aBTOPU3AIUN U yAAJICHUS U3
CHUCTEMBI JTH0001 CMapT-KapThl

€¥ COMPUNICATE
www.dvbc.ru



MHOFprOBHeBBIG KJIFOYH KOAUPOBAHUA

HEAD EMD TRAMSMISSION CHAMMEL RECEIVING EMD
Video ——» o
; ENCODER i . . .
Audio— = e DESCRAMBLING | o Video
= = DEMULTIPLEXING 5' d*
B ™ 2 > DECODING —>Audio
= s — Data
Data Z z
[y
T ECM AUTHOREZATION T [w
MANAGEMENT
INFORMATION
Cw | encrypt 0 0 Pl decrypt
/ EMM AUTHORIZATION Ts,]{
MANAGEMENT
INFORMATION
SK —— encrypt p| decrypt
EMM AUTHORIZATION T PDK
MANAGEMENT
e > cnerypt INFORMATION oo
/ EMM AUTHORIZATION T 1K
MANAGEMENT
K > INFORMATION o

PPK

www.dvbc.ru



[Ieproa OOHOBIIEHHS KAXKIOTO U3 KITIOYEH

Kirou PexomeH1ryemMoe 0OHOBIICHUE MuHuManbHOE OOHOBIICHUE
CW 5~10 cexkyHn 5 CeKyH]
SK 1 mecsn 1 yac
PDK 3 Mecsia 1 yac
IK 1 ronx 1 gac
PPK Crarndeckun Crartuyeckuu

www.dvbc.ru
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CTI-CAS - CMAPT-KAPTBI

Texnonorus 3ammuThl CMapT-KapT:
® HezaBucumo pazpadborannas COS cmapT-Kapra
® llcnonb3oBanne CMOS uuna ¢ BEICOKOH CTENEHBIO 3aIUIIICHHOCTH
® licnonp30BaHKME OOIEr0 aNrOPUTMA U CIICIIUATIBHOTO KOJHUPYIOIIEro
aJaropuTMa Jjia ooecrnedeHus: 0€30MacCHOCTU Nepeaadu JaHHbBIX
(3DES,CES,AES,IDEA)
® KomoBble IPUITOKEHHS 1 aJITOPUTM 3arPy3KH

® 3amunieHHBIA YUTICET

AS Subscriber
Smart-Card

€¥ COMPUNICATE
www.dvbc.ru



EAL 5+ Ceptudukarsl cMapT-KapT

Libws + Bgalit = Frairaid
REPUBLIQUE FRANCAISE

PREMIER MINISTRE
Schéma frangais d’évaluation et de certification de la sécurité des technologies de I’information

CERTIFICAT ANSSI-CC-2010/07
Ce certificat est associé au rapport de certification ANSSI-CC-2010/07

Microcontroleurs sécurisés ST23ZL48/34/18A
Développeur : STMicroelectronics

Critéres Communs version 3.1

EALS Augmenté

(AVA DVS.2, AVA _VAN.5)

conforme au profil de protection BSI-PP-0035-2007 version 1.0
Security 1C Platform Protection Profile v1.0, 15 June 2007
certifié par le BSI sous la référence BSI-CC-PP-0035-2007

Commanditaire : STMicroelectronics

Centre d’évaluation : Serma Technologi
Paris, -8 RASS 20 Le directeur de 'agence nationale de a sécurité des systémes d’information
Patrick Pailloux
[4/ :
v
L
5 o o e sl CCRA, e s st rcvens aw wives FALY
3
]
o contificay ex) e confirminacnt ow dderet J003-535 du J§ avrd 200 reian(a 1 L rievrad offerse e s “icfarmatin, b afficad e i frageaive e 19 aveil 202
szamm Qénéral dels de systémes 51, boulevard de La Tour-Maubourg. 75700 PARIS 07 SP

03]
&

Bundesamt filr Sicherneit
in der Informaticnstechsik

BSI-DSZ-CC-0340-2005
Infineon Smart Card IC {Security Controller) IT

SLEGBC168PE/m1530-a25,
SLEGGCE4PE/m1538-a25,
SLEGGC44PE/m1539-a25 and
SLEGEC24PE/m1563-a25
with specific IC Dedicated Software

from SOGISMRA
Infineon Technologies AG

Security
Cerified

The IT products identified in this certficate have been evaluated at an accredited and licensed’
approved evaluation facility using the Commeon for IT Security Evaluation, Part 1
Version 0.6, Parf 2 Version 1.0 extended by advice of the Cerification Body for components
beyond EAL4 and smart card specific guidance for conformance to the Gommon Griteria for IT
Security Evaluafion, Version 2.1 (ISOVEC 15408:13393) and including final interpretations for
compliance with Commaon Criteria Version 2.2 and Commaon Methodology Part 2, Version 2.2,
Evaluation Results:
PP Conformance:

Functionality:

Protection Profile BSI-PP-0002-2001

BSI-PP-0002-2001 conformant plus product specific extensions
Comman Criteria Part 2 extended

Assurance Package: Common Criteria Part 3 conformant
EAL3I augmented by:
ALC_DVS2 [LHe cyCle SUpport - SUMciancy of SECurty MEasurss),
AVA_MSLL.3 (Vuinerablity 35se55mant - Analysts and $esng for INSacure states),
AVATWLAS (Vunerality assessment - Highly resistant)
This certficate applies only to the specific version and release of the products in its evaluated
configuration and in conjunction with the complete Certification Report.
The evaluation has been conducted in accordance with the provisions of the certification scheme:
of the German Federal Office for Information Secarity (B:51) and the condusions of the evaluation
facility in the evaluation technical report are consistent with the evidence adduced.

The notes mentioned on the reverse side are part of this certficate.
Bonn, 30. September 2005

The President of the Federal Office
fior Information Security

Dr. Helmbrecht LS.

Bundusamt 1L Sictrtesit bn der nforsatioewcek

Godesberger Allee 155-150 - DE3TTE Bonn Peatiach 20 03 63 - 053133 Bonn
e +45 228 95520 - Face +45 228 B63.455 - Infoline +47 228 9550111

www.dvbc.ru
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3aIuIneHHBIN YUTICET

¢ zawasnyannza

Encrypted
CW

Decryption

Security
Chiprset

www.dvbc.ru
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[TapTHEPBI-IPOU3BOAUTEIN 3AIIUIICHHBIX YUIICETOB

*  Yumcer:
— ST
— Broadcom
— Ali (B pa3paboTke)
— Haier (B pa3pabotke)

*  AOOHEHTCKHE NPUCTABKH.
— Skyworth
— Motorola
— Coship
— Huawel (B pa3zpaboTke)
— New Land (B pa3paboTke)

€ COMPUNICATE
www.dvbc.ru



CepTuduKaThl Ha IIPOXU3BOAUMBIC YUMIICETHI

IIREEMRRRIRIAERAS
+ BENING COMPUNICATE TECHNOLOGIES INC.
No.901-905, Office Building B Maples Intemational Center, No.32 Xizhimen North Street, Haidian District,
Beijing 100082 PR.C

Compunicate Technologies Inc.

Chip Security Certificate

This is to certify that

STMicroelectronics

STi5197

Has been tested by Compunicate Technologies Inc. and found to be compatible with
Compunicate’s CTI CAS v3.0

Following features have been certified,
* Secure Control Words
= jTag protection
= Secure boot

Mr. Pengfei Gao Mr. YU Lee
Chairman & CTO Vice President of Greater China & South
Compunicate Technologies Inc Asia Region

General Manager of Digital Consumer
Segment STMicroelectronics

Signature.\' % )0\)]1% Signalur%\

Date: o)o[0.3.30 Date:  20[0.0¢. 12

COMPUNICATE TECHNOLOGIES INC.

Certificate of Approval for CA
is hereby Granted to

Shenzhen Skyworth Digital Technology Co., Ltd

STB Model: C7000NX
Chip Model: STI5197BFBC
V3.20 Version

No. : 2010073032001




CTI-CAS — cuctemHble XapaKTepUCTUKH

® MakcuMaJIbHOE KOJMYECTBO a0OHEHTOB — 3 MUJIJIMOHA

® KoJruuecTBO KOJUPYEMbIX TeJleKaHalloB - 8%256=2048; knaccudukanuii - 256;
TEMaTUYECKUX TPyII - 256

® [loanepxka ;10 4 pa3IMYHBIX PETHOHOB O0CTY>KUBAHUSI
® MakcuMaabHOE KOJIMYSCTBO IIPOrpaMM-IIpoBaiiiepoB: 8

® (CKOpOCTh NEepenavm:

® EMM 100-1500 makeros/cek (monoca 0.15-2.2Mbps),
® ECM 2-5 nmakera/cekynaa/kaHai

® Opun ECMG u EMMG noaaepxusaetrcs B 20 TS

€¥ COMPUNICATE
www.dvbc.ru



CTI-CAS - rnaBnas u 3aBUCHMBIE KapThl

® OpjHa rjaaBHast KapTa IIOJIJIEP>KMBAET HECKOJBKO 3aBUCUMBIX KapT

® ABTOpU3alKs 3aBUCUMON KaPThI YEPE3 NMPUCTABKY C IJIaBHOW KapTOU

® (Cpox pabOTHI 3aBUCUMOM KapThl ONPEICIIETCS ONEPATOPOM

® JlanHas QpyHKIUS JOJHKHA MMOIEP>KUBATHCS MTPUCTABKOU

€¥ COMPUNICATE
www.dvbc.ru



CTI-CAS — ri1aBHas ¥ 3aBUCHMBIE KapThl

) Getting authorization

Master card STB Subsidiary card STB

€ COMPUNICATE
www.dvbc.ru



HNuarerpanusa PPV ¢ cucremon EPG

CTI-CAS PPV Working flow

Subscriber Side
] PPV |
EPG Program List : EPG EPG Info L [ Receive PPV Program List via EPG |
' System r v Event Name, Time, Price,
Fven Name. Time. [~ M . Product 11D
ven Name, Time, PPV |, o = 5
Price, Product ID : Control ! |
| CAS
| [
L ‘ |
T jﬁ_ut_h_uriz_a;i;n ______ : | [Receive PPV Program List via Web
Smart card m - E Event Name, Time, Price,
Number+ © PC Product 1D
Product ID "y ot
O‘b
PPV
function Return _
f Billi Order B
0 1 illing - 5
System R
O, 4
"Gl
PPY information Provider by EPG Information suppli E
PPV Control achieved by Compunicate CAS

STB should display EPG with PPY information
suggest Billing System Provider to develop Blue parts with Telmex
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CTI-CAS. ApxurekTypa pe3epBupOBaHUs

® [loaneprkka rJ1IaBHOTO W PE3EPBHOTO cepBEpa

® [IporpamMmmHoe oOecreueHue, Mo IIePKUBAIOIIEE Pe3EPBUPOBAHME

! |

|
|
| ) i -
CAS f\PPLl(.!A TION SEVER CAS APPLICATION SEVER ! | CAS DATA SEVER CAS DATA SEVER
(MAIN) (BACKUP) : | (MAIN) (BACKUP)
|
Oy Ny | 0 - S xin y
sntt Application pro i 14 Data copying e
.‘\[;Ehﬁmlon :’;mgmm : l:;::(ﬁ;&:}gl‘: :;:2 & Data backup software %’ > &j Datu backup software
ackup software sottws
| ! | |
Im : ' l
T 77 7 Heartbeat tEtt-Lt;u ----- Heartbeat detecting
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TVM - nnarchopma CMC
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Ormiara pocryna yepes CMC

* Opranusanus CMC-nieHTpa oneparopa

* BsammopercTBue sapa cucrembl kogupoBanus u CMC
* (Cnucanue CpeacTB

« 3anpoc OanaHca

* 3aka3 nporpamm
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TV nnarpopma CMC

Quter Channel

)

* H‘q P

P>

Computer Wire Channel
D [p [nternet >
) N
Mobile
phone
GSM/CDMA
I g S Sm— IMCDMA - iiiinss L
Moblle Wireless Chunnel SM

phone Station

Gateway

SM Platform
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TVM mmardpopma CMC

* MonyJibHBIM TU3alH

* [Tognepskka cuCTeM KOAUPOBAHMS, B TOM YHUCJIE JBY CTOPOHHHX

e ['mOKas ¥ HaJle)KHas CUCTEMA BBEICTABJIEHUS CUETOB

* TVM nopaepxxkuBaeT QyHKIUIO «COXpaHUTh BCE COOOIICHUS» U 0a3y JaHHBIX

* AOOHEHTaM JOCTYIHBI (PYHKIIUM 3alIPOCa BHICTABICHMS CUETOB, CIIUCHIBAHUS
CPEICTB, MOKYIKH MTAKETOB ITporpamMm depes ornpaBky CMC
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IPPV-T u xapThl ipeaomiaTsl

Complain

CPL#

|
e _

Query Balance BAL#[smartcard numbetf#password]
Charge Money CHA#[smancard number#nassword]
Purchase Product PUR#[smartcard number#password#[product number]

Cancel Product CANRSmarcard nimberFpasswitiRbroduet nlmber]

Transfer

TRA#[smartcard humber#{password#famount]

| map | job | heme |

|OOOO

S Modem

D

TV Gatteway

TVM Server

TV Message System Structure
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Cucrema kogupoBanusi, | VM u CMC

Password Serves

TVM Server

CTI CAS

Application Server

-—

I

Datubuse Server

|
)

<SS

SMS

/ EMM / / ECM é r

[~/

Scrambler
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Anroputm npeaBapuTenbHOro KOoMpoBaHusA
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O yHKIIMOHAIBHBIE 0COOCHHOCTH

«  KoaupoBaHHas nmporpamma CoOXpaHsieTcs Ha HocuTelle HnH(popMaluu

«  Tlognepxka VOD, PUSH VOD, PVR npunoxenuii

* TS (aiin He moxkeT ObITH HekoaupoBan Offline:
— ECM pacnionoxen B camoMm TS ¢aiine

— EMM nepenaercs B pexxume OHJIAKWH
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CTpyKTypa CUCTEMBI IIPEABAPUTEIIBHOTO KOAUPOBAHUSA

Web server » » Firewall |«
& Authorization server
¢ PUSH VOD > Bi-directional
Broadcast control channel
server
I VOD >
Content storage server M
| - Time Shifting | DTV 3 STB
Original Pre-Scrambled Headend Broadcast
TS file TS file Channel
Other system [—»
Pre-encryption server |¢ >
Other CAS servers
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JIBYCTOPOHHSIA CCTEMA YCJIOBHOIO 10CTY A
(BCA)
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Al

i emod! Emu e Decode
x To modulator > Demod/ Emux/ Descr/ Decode

4‘

|
%

Security agent
System Core Module v

BEAauthoTiZation Security agen? Se curity - ) |
sener < channel retum channe
connection
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OYyHKIMOHAJIBHBIE OCOOCHHOCTH:

ABTOpH3aLMS MOJIb30BATEICH,pa3IMYHbIE BUAbI Ay TEHTU()UKAIIUN
CTaTyCOB, 00Ji€€ BBICOKHI YPOBEHbB 3allIUThl KOHTCHTA

Hepez[aqa HAaHHbBIX HHTCPAKTHUBHBIX CCPBUCOB

PacmmpeHHbie BO3MOKHOCTH cOOpa CTATUCTUYECKUX TAHHBIX 00
a0OHEHTOB, B TOM YHCJIE PEUTHHIa TEIEPOrpaMm
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[IIupokrie BO3MOKHOCTH UHTEPAKTUBHOM CBS3H C AaDOHCHTAMHU

Peructparus, Bxo1/BbIxo/1 aDOHEHTA U3 CHCTEMBI Yepe3 a00OHCHTCKHIMA
TEPMUHAI

HOJ’IY‘ICHI/IC peﬁTHHFOB N CTaTUCTUYCCKUX NAaHHBIX

Pe3epBupoBanue nporpamm PPV 1 MHOTO€E Apyroe
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